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BOTHONG TINVATRUYENTHONG ~ CONG HOA XA HQI CHUNGHIA VIET NAM
TRUNG TAM UNG CUU Pic lap - Tur do - Hanh phic
KHAN CAP MAY TiNH VIET NAM

S6: J3X/VNCERT- DPUC Ha Néi, ngay 30 thang 7 nam 2016
V/v ting cuong kidm tra ra soat hé thong
dam bao hé théng an toan théng tin

Kinh gui:
- Céc don vi chuyén trach vé CNTT céc Bo, Nganh;
- Céc So Thong tin va Truyén thong;
- Céc thanh vién mang ludi img ctru su cd Internet Viét Nam.

Negay 29/7 da xay ra sy cb thn cong thay doi giao dién website va céc hé
théng thong tin thudc sy quén ly cua Téng cong ty Hang khong Viét Nam
(Vietnam Airline) va mot s6 don vi lién quan khac bi tAn céng, xay ra su cb.

Tiép theo canh bdo sb 1 luc 14.50 ngay 29/7/2016 vé& “Yéu cau kiém tra
va xtt 1y su cb c6 ma doc khan c4p”, nham phong tranh cc cudc tan cong c6 thé
xay ra vao cac hé théng thong tin, Trung tdm VNCERT yéu cau Lanh dao cac
don vi ddc biét chu trong cong tdc ddm bao an toan thong tin trén hé théng do
minh quan ly va chi dao quyét liét cho cac phong, ban c6 chtic ndng quén tri hé
thdng can thuc hién khén cip céc bién phép sau:

- Thay dbi ngay cac mat khau hién tai, ddng thoi thiét 1ap chinh séch bat
budc thay d6i mat khau trong chu ky 1 théng, mat khéu khong dugc trung nhau,
dat mat khau manh t6i thiéu 8 ky tu bao gdm chit, sd, ky tu ddc biét. Cac mat
khdu bao gdm: mat khau may chu, mat khéu dang nhap mg dung, mat khau hé
didu hanh, mat khau quan 1y tén mién,...va cac mat khau lién quan khéc.

- Cb lap phan viing cac ving may chi, thiét 1ap chinh sach chi mot vai dia
chi IP, mot s6 may tinh méi cd quyén truy cap vao may chd dugc chi dinh.

- Ra soat mé doc trén cac mdy chu, mdy tram dé phat hién va g& bo sém
cac ma ddc da dugc cai cam.

- Thiét 14p tuong Itra, hé thong phat hién x4m nhap dé phat hién va canh
bao sém cac cudc tan cong nham vao hé thong.

- Danh sach mat khau cac may chu khong dugc luu trén mdy tinh ca nhan
dong thoi chi cho mot so it can bd cd quyén nam gilt danh sach mét khau nay.

- Cap nhét thuong xuyén cac ban va cho hé dieu hanh, phan mém dich vu
trén cac may chu, may tram.
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- Cai d3t va dé ché d6 cip nhét ty dong thuong xuyén cta chuong trinh
diét ma doc.

- Sao luu thudng xuyén cac ung dung, ma ngudn, co s dit lidu dé ¢o
phuong 4n du phong, cdc ban sao luu duge tach khoi may chu dang chay dich
vu vé mat vat ly.

- Chuén bi va thuc hanh cac phuong 4n d6i pho dong thoi xay dung quy
trinh tng ctru xur ly sy c¢b néu xay ra su cb.

- Chu dong ctr cdc can bd tdng cuong Ung truc trong thoi gian téi dé theo
doi hé théng mang cua minh.

- Pho bién nang cao nhén thirc vé an toan thu dién tu, an toan internet cho
cac can bd st dung mdy tinh trong co quan, don vi minh. Pho bién cho nguoi
dung canh gidc vdi céac tép tin dinh kém trong cac email.

- B4o c4o kip thoi cho Lanh dao, cac don vi c6 chic nang dé kip thoi phéi
hop xtt 1y su cb.

Trén day 1a mot so khuyén cdo nham tdng cuong kiém tra ra soat nham
dam bao hé thong an toan, yéu cau cac don vi thyc hién nghiém tic. Néu co bat
ky théng tin vé su co, dé nghi bdo ngay cho co quan diéu phoi tmg ciru quoc gia:

PAu méi didu phdi ing ciru quoc gia:

Trung tdm Ung ctru khan cip may tinh Viét Nam (VNCERT)
- Dia chi: 18 Nguyén Du — Hai Ba Trung — Ha N6i

- Dién thoai: 0436404423

- bién thoai di dong: 0934424009

- Hom thu dién tu tiép nhén su cd: ir@vncert.gov.vn

Tran trong./.

KT. GIAM DOC
Hignlspi; O GIAM POC
- Nhu trén;
- By truong (dé b/c);

- Thir trudng Nguyén Thanh Hung (dé b/c);
- Giam doc (dé b/c);
- Luu: VT, BPUC.

igayén Khic Lich
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